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Pandemic
Background
NCUA Letter No. 06-CU-06 has addressed the subject of influenza pandemic preparedness. It advises credit unions to address this threat in their Business Continuity and Disaster Recovery (BCDR) strategies. The current threat that prompted the letter is the result of an outbreak of avian influenza in Asia. At the time this was prepared it had not mutated into a form that can transmit from human to human and therefore reach a pandemic state. A pandemic is defined as an epidemic that is geographically widespread, even world-wide. NCUA’s Letter was prompted by issuance of a National Strategy by the White House on November 1, 2005
History provides ample evidence of the serious nature of such influenza pandemics. The one most often cited is the Spanish Influenza Pandemic of 1918-1919. Estimates continue to be revised upward of the number of deaths attributable to the illness, but the consensus now is that 40,000,000 died throughout the world, with 500,000 to 675,000 in the U.S. alone. This pandemic was unusual in the high rate of death among young adults, and the rapid progression of the disease. Recent studies of viral DNA extracted from corpses buries in Alaska permafrost show that the virus was the of the H1 subtype affecting swine and humans, with avian determinants present. Concern exists that genes of the current avian flu might swap with an existing H1 strain that is readily transmissible in mammals leading to a global pandemic.
Pandemics occur at intervals of 11 to 42 years with no recognizable patterns. Following the Spanish Influenza there were the Asian Flu Pandemic of 1957-1958 and the Hong Kong Flu of 1968-1969. There has not been a worldwide influenza pandemic since the Hong Kong Flu. There have been several outbreaks of influenza since then that had officials alarmed as to their potential to become pandemics, but they did not reach that level. These include the 1976 Swine Flu, the 1977 Russian Flu, the Avian Flu of 1997 and 1999, and another avian flu strain in 2003. In the cases of the avian flu control measures that included culling of flocks and protection of workers may have helped prevent the spread. Similar aggressive culling has been occurring in places that the current strain of avian flu has broke out. This has helped to prevent the spread of the avian variety.  However, this plan was created under the “worst-case” scenario in which the virus has mutated into a virulent form that spreads rapidly through the population. If vaccines are available health care workers and first responders will likely have the highest priority, and it assumed for the purposes of this plan that vaccines will not be available for the general population.
Public Health Agency Response

Public health agencies at the federal, state, and local level have been directed to have plans to deal with an influenza pandemic. These plans include a strategy to contain the spread of the virus includes measures to fully limit transmission as well as attempt to slow transmission. While state and local agencies have primary responsibility for public health matters within their borders, the Public Health Service Act gives authority to the Health and Human Services (HHS) Secretary to make and enforce regulations necessary to prevent the introduction and spread of communicable diseases from foreign countries or between the states. Therefore, this plan relies upon material provided by HHS for guidance on what to expect from public health agencies.
It is likely that at least in the early stages of an outbreak authorities will attempt to quarantine infected individuals. This may also include those who have been exposed such as family members. Even absent an official quarantine the credit union would want to limit exposure of others to infected people.
Community-based containment measures would also be implemented in order to reduce influenza transmission. These might include quarantine of a group of people that had been exposed to an influenza case. They might have been exposed at a public gathering, a school, or a workplace. Although voluntary cooperation is the best way, authorities have the power to impose this type of quarantine. Community-wide infection control measures would also be promoted. These include covering the nose/mouth when coughing, proper disposal of tissues, hand washing, etc. These measures are discussed in the Appendices to this Supplement.
Broader quarantine measures could also be requested or imposed on the community. HHS identifies “closed/snow days”-asking everyone to stay home- as a method that would most likely receive broad community support and be easy to implement. These would be periods of up o 10 days initially, with the possibility of extensions. Persons who provide primary services would continue to work. Going further, authorities could close office buildings, stores, schools, and other public places. Schools are especially likely to be closed as children as such efficient transmitters of disease. This has childcare implications as parents would not want to then put their children into large child care groups. In extreme circumstances public health officials might consider imposing a cordon sanitair (sanitary barrier). This would place a legally enforceable barrier around a community with access limited to authorized persons. This method is the least likely to be imposed. All of the methods discussed have the goal of reducing the spread of the disease. Quarantines described do not have to be absolute to be effective. According to HHS it is more likely to involve limited numbers of exposed persons in a small area than to involve large numbers of persons in whole neighborhoods or cities.
Implications for the Credit Union

Based upon the discussions within the public health agency response to a possible avian flu pandemic, First Responders, such as our members, are likely to be the first exposures. Several possibilities need to be considered by the credit union. One is that credit union staff or their family members could become ill. For their own health and that of the other staff members they would stay away from work. Another is that public health agencies would declare “closed/snow days” and encourage businesses to voluntarily close and people to stay at home. The credit union would consider itself a primary function and attempt to maintain service to the membership. However, it would do so in such a way as to minimize the risk to its staff. Finally, the possibility exists that a cordon sanitair could be imposed on the City of Miami, and the credit union not be allowed to open. That scenario is described by HHS as “unlikely to prevent the introduction or spread of pandemic disease except in uncommon or unique circumstances.”  However, public health agencies have the authority to order this, and to enforce their orders no matter what our primary regulators decree. The credit union will present in this document steps to continue some form of operation during each of those possible situations.
Unique Character of this DR/BC Scenario

Most DR/BC scenarios are assuming that something has happened to the physical infrastructure of the credit union such as the roof has been damaged; there has been a fire, or a prolonged electrical service interruption. In this case the physical infrastructure of the credit union is undamaged. The challenges presented in this scenario are how to maintain services with limited staff, how to protect staff from infection, and how to operate within restrictions imposed by public health officials that could possibly order the credit union to close.

Needs of the Membership

In many respects the needs of the membership will not change during an influenza pandemic. There will be daily transmissions that require posting for ACH, ATM, debit & credit cards, and share drafts. The credit union serves a large number of Firefighters and their families who rely on the credit union as their primary financial institution as well as a place to cash their paychecks, and then take the cash with them. While demand for many types of loans such as auto loans or mortgages will decrease, there is likely to be an increase in the need for emergency loans and other types of personal loans. If the economic disruption is prolonged delinquencies are likely to rise. Plans developed by the credit union must focus on serving those needs.
Needs of Staff and Volunteers

Staff members will be expected to be present as needed during an emergency period that could be prolonged. Of course, infected people will not be allowed to come to work until they have a physician’s release. The credit union has to be prepared for staff members to stay at home to care for other family members, and if they have been exposed public health agencies may have them quarantined anyway. Therefore plans will be presented here for continuing services with limited staff.
Those staff members present will be protected to the greatest extent possible from exposure to the virus. Once public health officials have established that the influenza virus is in the community, the credit union will take steps to maintain distance between members and staff. This will mean that private offices and restrooms will be closed to members. The North lobby will be utilized for cash transactions, open accounts or process loans. As public health officials escalate their containment measures the lobby entrance may be closed completely to the members. Staff will be instructed in infection control procedures such as respiratory hygiene/cough control etiquette, hand hygiene, and environmental cleaning
Despite those measures staff will be at greater risk in coming to work than if they stayed at home and engaged in self-shielding behavior. Concerns that they could pass along the influenza virus to family members as a result of exposure at work are legitimate. Therefore, the credit union would pay for hotel rooms for staff members that wished to isolate themselves from their family members during a period when community-based containment measures were in effect. A per diem would be provided for meals. Consideration would be given to the social and psychological effect of isolation from family members on staff. It should be emphasized that this would be voluntary, but would be implemented upon request from staff members.
Volunteer directors and committee members would still be called upon to do their duties, but for their protection, director and staff’s meetings would be held by telephone or over the internet. NCUA regulations require there be a face-to-face meeting at least quarterly. The community-level containment measures would not last for that long of time.
Access to the Credit Union by Non-Members

To the greatest extent possible, if the lobby has been closed to members it will also be closed to non-members, shared branching members. Vendors, service technicians, and others would be admitted on an as-needed basis only. Outside auditors engaged by the Supervisory Committee would be asked to stay away until restrictions had been listed. Examiners and employees of other government agencies would also be asked to stay away until the influenza was under control. The legally enforceable authority of local, state, or federal public health agencies would be respected.
Appendix 1: Response Stages

1. Level of influenza activity: no novel influenza strains of public health concern in global circulation (novel influenza viruses include avian and animal influenza strains that infect humans like H5N1 and new or re-emergent human viruses that cause cases or clusters of human disease).
· Revision of DR/BC to include avian flu pandemic as required by NCUA Letter 06-CU-06

· Board approval of the plan

· Assessment of staffs ability to fill roles

· Assignment of staff to key functions

· Staff training and education regarding the plan

· Begin stockpiling of critical supplies for personal protective equipment, hygiene, and environmental cleaning & hygiene
2. Level of influenza activity: limited novel influenza virus transmission abroad; all local cases are either imported or have clear links to other cases; or limited novel influenza transmission in the area with either a small number of cases without clear links to other cases
· Review plan with staff

· Train on proper hygiene to prevent the spread of disease

· Communicate with membership credit union plans to continue serving them

· Ensure stockpiles of critical supplies are adequate

· Vaccination where available

3. Level of influenza activity: Sustained novel influenza virus transmission in the area with a large number of cases without clear links to other cases, but public health control measures aimed at individuals and groups appear to be effective

· Implement infection control measures
· If staff members have become infected or are otherwise unavailable restrict hours of operation

· Prepare staff and members for possible closure of private offices and restrooms to members, with transfer of member services to the North lobby. 
4. Level of influenza activity: Sustained novel influenza virus transmission in the area with a large number of cases without clear links to other cases, and public health control measures aimed at individuals and groups appear to be ineffective; closed/snow days and other community-level measures ordered by the authorities
· All offices and restrooms closed to members! The North lobby will be utilized for cash transactions, opening accounts, closing loans, or other circumstances where the transaction can not be done by other means
· Adjust hours of operation as needed to cope with staff shortages

· Allow staff to isolate themselves from their families by staying in hotel at the credit union’s expense

· Communicate with members regarding changes in operation

· Limit access to credit union by vendors, examiners, or other outsiders to a strictly as needed basis

· If ordered to close by public health authorities maintain operation of electronic transmissions either by manning the credit union office or remotely or transferring operations to OSI.
5. Level of influenza activity: Decreases in number of new cases and eventual control of transmission

· Begin standing down from level reached by gradually restoring member access and services

· Maintain communication with members

· Assess staffing needs

· Restore stockpiles of supplies as available
Appendix 2: Infection Control Measures
In order to prevent the spread of the virus it is important to understand the basics of influenza transmission and to follow infection control measures. The two most common forms of transmission are droplet transmission and direct contact. Droplet transmission involves contact of the membranes in the nose or mouth of a susceptible person with large-particle droplets produced by a person with the disease or is a carrier. These droplets do not remain suspended in the air and travel only short distances (3 feet).  Contact transmission involves skin-to-skin contact and physical transfer to a susceptible host from an infected person. Indirect contact involves contact with a contaminated intermediate object. Airborne transmission over longer distances or through HVAC units has not been documented in influenza studies.
Respiratory hygiene/cough etiquette is essential for preventing the spread of the virus. People that are obviously infected should not come to work. However, it is likely that people may become ill and display symptoms while at work. Also, staff may be exposed to members that are shedding viruses. Therefore the development of good hygiene/cough etiquette before the arrival of the virus is essential. The elements of this are:
· Educate staff on the importance of containing respiratory secretions to prevent the transmission of influenza and other respiratory viruses

· People should cover their mouth/nose when coughing and dispose of used tissues properly
· Hand hygiene after contact with reparatory secretions

· Maintain a distance greater than 3 feet from others when possible.

Hand hygiene is the single most important practice to reduce transmission of germs. This refers to washing with soap and water and the use of alcohol based products. Guidelines for this are:
· If the hands are visibly soiled or contaminated with respiratory secretions they should be washed with soap and water. Either non-antimicrobial or antimicrobial soap may be used

· In the absence of contamination described above, alcohol-based products are preferred over soap and water because of their superior microbiodical activity, the reduced drying of the skins, and convenience.

Personal protective equipment may be of limited value to the credit union. Masks (either surgical or treatment) have not been found to be effective in preventing the spread of influenza to healthy people. Their primary value is use by infected people to contain large droplets. Gloves are effective when there is a high likelihood of contact with secretions. For an employee to wear the same pair of gloves for an extended time would pose the same risks as not wearing the gloves. The method of direct or indirect contact transmission most likely to be encountered in a credit union is the employee comes in contact with the virus, and then touches their nose or mouth to pass the virus into their body. For routine work frequent hand sanitation would be more effective. However, gloves are effective when handling waste such as used tissues, or if more direct contact with a member is necessary during a period when there is a high level of influenza activity and public health measures do not appear to be containing it. Hands should be washed after removing the gloves.
Waste cans should be emptied daily to remove tissues and other items that could harbor the virus. Fresh trash can liners should be placed in the waste can daily.  Regularly clean with a disinfectant frequently touched surfaces, including counter tops, telephones, computer equipment, and lavatory surfaces. Spraying of rooms with an aerosol has not been found to be effective.
Once the offices have been closed to members individual members may still be admitted to transact certain types of business within the North lobby. To serve the members, two to four tables will be set up in the lobby facing each other at a distance of 3 feet at the entrance. The only entrance to the credit union, at this time, would be the North entrance. After the member leaves the table it should be wiped with a disinfectant, and the staff member transacting the business should remove their gloves and use a hand sanitizer or soap and water.

The following items should be stockpiled in ample amounts as they may be in short supply once there are sustained cases domestically:

· Non-Latex examination/procedure gloves
· Alcohol-based hand cleaner

· Hand soap

· Small supply of surgical/treatment masks

· Disinfectant cleaner

Other items that are less likely to be in short supply, but the credit union will want to have on hand are:

· Tissues

· Trash can liners

· Paper towels

To summarize, if there are sustained levels of influenza activity domestically, extra vigilance should be taken in hygiene/cough etiquette. Measures to be taken before an influenza pandemic include training staff in proper hygiene and sanitation plus stockpiling needed supplies.
Appendix 3: Risk Assessment
The Disaster Recovery/Business Continuity Plan (DR/BC Plan) contains a Risk Assessment that is general in nature and applies to all sorts of potential disasters. This Risk Assessment is more specific and only applies to areas that could be impacted by an influenza pandemic. As a result, the Probability is quite different than that in the DR/BC Plan which is based upon the assumption there has been substantial damage to the physical infrastructure. In this assessment items that are related to the physical infrastructure that are given a Criticality rating of 1 are given an Area of Focus  of Intermediate because this scenario will not impact them.
Criticality: Scale of 1 to 5 with 1 being most critical

Probability: Scale of 1 to 5 with 1 being most likely of this being impacted

Duration: number of days the credit union could be without this system or service

Area of Focus: High is combination of short duration, most likely occurrence, and most critical

	System/Service
	Criticality
	Probability
	Duration
	Area of Focus

	Staffing
	1
	2
	1 day
	High

	Cash
	1
	3
	1 day
	High

	Wire transfers
	1
	3
	1 day
	High

	New Accounts
	2
	2
	2 days
	High

	Traveler’s Cheques
	1
	3
	2 days
	High

	Share drafts
	1
	3
	3 days
	High

	ACH
	1
	3
	3 days
	High

	Debit card posting
	1
	3
	3 days
	High

	ATM card posting*
	1
	3
	3 days
	High

	Loan insurance claims
	1
	3
	3 days
	High

	Loan disbursements
	1
	4
	3 days
	High

	Telecommunications
	1
	4
	1 day
	Intermediate

	Security
	1
	4
	1 day
	Intermediate

	Facility
	1
	4
	1 day
	Intermediate

	Utilities
	1
	4
	1 day
	Intermediate

	Visa processing
	3
	3
	2 days
	Intermediate

	Computer hardware
	1
	4
	2 days
	Intermediate

	Flex system
	1
	4
	2 days
	Intermediate

	Internet access
	1
	4
	2 days
	Intermediate

	Credit bureau
	2
	3
	3 days
	Intermediate

	CUNA insurance
	2
	3
	3 days
	Intermediate

	Loan applications
	2
	4
	3 days
	Intermediate

	ATM  machine posting
	2
	3
	5 days
	Intermediate

	Receiving/posting payments
	2
	3
	5 days
	Intermediate

	Website
	4
	1
	7 days
	Intermediate

	HR & payroll
	1
	3
	7 days
	Intermediate

	Check ordering
	4
	3
	10 days
	Low

	ChexSystems
	4
	3
	10 days
	Low

	PC software
	4
	4
	14 days
	Low

	Existing loan documents
	2
	3
	7 days
	Low

	Titles
	2
	3
	7 days
	Low

	Proof of insurance
	2
	3
	7 days
	Low


*Refers to the posting of ATM withdrawals by the member to their account at the credit union, not to the settlement of withdrawals from the ATM located at Publix.

Appendix 4: Strategies for Maintaining Services

This section lists specific strategies for maintaining services with an Area of Focus rating of High.

Staffing

Staffing is the key to all other service delivery strategies, and it is the most likely to be impacted. Previous sections of this plan have addressed taking care of staff needs and reducing the chances of infection through proper hygiene and sanitation. The section on Response Levels stated that for either infection of staff members or sustained new cases locally with an inability to stop the spread through public health measures it will be necessary to close all private offices and restrooms  to the members.  The primary effect of closing the offices to members would be to increase the wait time to perform transactions. Resolution of member problems would be more difficult as it would be necessary to conduct most of this within the lobby or by telephone or e-mail, but it would not be impossible. At lower response levels it would be possible to admit members to the lobby individually for cash transactions, to open new accounts, perform loan transactions, and resolve other issues. At some point public health authorities might prohibit that type of interaction. 
Full staffing of the credit union Main Branch is 19 full time, Dadeland 3 full time employees. The following table lists the positions and functions of staff.

	Position
	Essential Functions

	President/manager (1)
	Oversees operation of credit union. Responsible for financial accounting, compliance, security, technology, marketing, human resources, vendor relations, member communications

	Lending & Collections Officers (7)
	Responsible for approving and processing loan requests plus all aspects of collections. 

	Membership Officer & Assistant (2)
	Responsible for opening new accounts and complying with US Patriot Act. Assists members with routine inquiries.

	Marketing Business Development (1)
	Develops new business for the credit union. Cross trained for opening new accounts and assisting members with routine inquiries.

	Accounting Supervisor (1)
	Oversees posting of all transactions done off-site (ATM, ACH, share draft, Credit card, ATM & debit card). 

	Asst. Accounts (2)
	Assists and is cross-trained for Accounting and Teller Services 

	Head Teller Services (2)
	Supervises and schedules tellers and does teller functions. Act as vault teller and orders cash for both Main and Dadeland branch. Responsible for IRAs. Performs teller transactions and assists members with other services including check ordering, plastic card maintenance, and routine questions.

	Teller Services Representatives (6 full time )
	Performs teller transactions and assists members with other services including check ordering, plastic card maintenance, and routine questions.


Cross training and written documentation of posting procedures will allow the credit union to continue operations at it main branch with as little as 8 staff members and the Dadeland with 3. If available staff drops below that operations could continue by reducing the hours.  Posting could continue with only one to two employees at the main branch or operations could be shifted to OSI till outbreak subsides. If branches remain open with minimum staffing additional security would be necessary. 
Cash
Disbursements would be done using the three foot barrier described under Infection Control measures. From the member’s perspective this is one of the most important services. Many of the members are dependent upon the credit union to cash their paychecks but they do have checking accounts, ATM/debit cards, credit cards and direct deposit available to them. While closing the lobby and shortening hours will have a drastic effect on them, they will still be able to receive their cash at either other shared branches open  or ATM’s located throughout Dade and Broward county.
Cash is obtained by armored car courier. The credit union maintains relationships with two carriers. It is very unlikely that public health authorities would establish cordon sanitaria around Miami and prevent cash deliveries.
Wire Transfers
Wire transfers are done through Southeast Corporate Federal Credit Union. If members can not sign for an outgoing transfer procedures exist for secure call-back. All Accounting and Member Services employees can initiate wire transfers, although most require a second employee to approve the transfer. 

New Accounts
The highest priority of this plan is to serve existing members. The credit will attempt to open accounts for new members, but may cut this off of the risk of infection becomes too high or there are too few staff members available. 

Traveler’s Cheques
Normally, Traveler’s Cheques are sold over the counter. Disbursements would be done using the three foot barrier described under Infection Control measures.

Share Drafts, ACH, Debit & ATM
All of these require only one person to post. They are highly critical functions and would be supported as long as one person could come to work. A minimum of three people are trained on this at all times, with a fourth person to be trained by the third quarter of 2006. Detailed written procedures exist for the processing of share drafts.
Loan Disbursements
While demand for auto loans and mortgages would likely fall during a pandemic, requests for Emergency Loans and other small loans could increase. Loan applications could be taken on-line, fax, mail, telephone. Disbursements would be done using the three foot barrier described under Infection Control measures.
Appendix 5: Communication

Under the DR/BC communication with the public is to come from the President/CEO, in his absence the Chairman, or another person designated by the Disaster Committee.

Communication with the membership, staff, directors, and local authorities is vital. It begins ass early as the beginning response stages where there are few if any strains in global transmission with the dissemination of this plan to staff and directors plus opening a dialogue with local authorities. If strains of H5N1 or similar viruses are in circulation world-wide, the plans for maintaining services should be posted on the credit union website and in the quarterly newsletter. If sustained outbreaks are occurring locally and plans are being implemented to restrict contact, e-mails, notices (should be posted on our web page) as well as in the stations. Such notices should continue to be posted on the web page and in the lobby and stations. As the credit union begins restoring normal operations that information should also be disseminated.
It is important that these communications should stress the steps the credit union is taking to balance the needs of the members with the health and safety of the entire community.
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